In this paper, we present algorithms for implementation of the GHS attack to Elliptic curve cryptosystems (ECC). In particular, we consider two large classes of elliptic curves over cubic extension fields of odd characteristics which have weak covering curves against GHS attack, whose existence have been shown recently [16] [17] [18] . We show an algorithm to find definition equation of the covering curve and an algorithm to transfer DLP of the elliptic curve to Jacobian of the covering curve. An algorithm to test if the covering curve is hyperelliptic is also shown in the appendix.
Introduction
Elliptic curve cryptosystems (ECC) are known as one of the most secure cryptosystems. In particular, it has the same level of security as RSA and ElGamal cryptosystems by using much shorter key length. This is also desirable in implementation of compact and low cost cryptosystems. Against algebraic curve based cryptosystems, square root attacks are known such as the baby-step giant-step attack, Pollard's rho and lambda algorithms. Recently, index calculus attacks have been proposed for hyperelliptic curves of genera larger than 3 by Gaudry, Nagao, Gaudry-Theriault-Thome-Diem [1] , [2] , [3] and non-hyperelliptic curves of geneus larger than or equal to 3 by Diem [4] .
A relatively new attack called GHS attack, which is based on the idea of Weil descent suggested by Frey [5] , was proposed by Gaudry, Hess, and Smart in 2000 [6] . The GHS attack transfer the discrete logarithm problem (DLP) in the group of rational points of an elliptic curve E over an extension k d of a finite field k to the DLP in the Jacobian variety of a new curve C of higher genus over the smaller definition field k.
The GHS attack has been already under extensive research. However, although theoretically interesting, its analysis seemed nontrivial [7] , [8] , [9] , [10] , [11] , [12] , [13] , [14] , [15] . The classes of the weak elliptic curves or curves for which the GHS attack efficiently works have not been fully understand, Besides, it seemed that the class of curves subjected to the GHS attack must be of special properties therefore the number of such curves will not be very large. Recently it is shown explicitly the existence of certain large classes of elliptic and hyperelliptic curves which are weak against GHS [16] , [17] , [18] .
As we know that in modern cryptography, the most efficient and reliable approach for security analysis of a particular cryptosystem is, particularly if the security is not theoretically provable, to apply every possible attack to it in order to find its weak points. Only systems which have resisted all such attacks can be trusted in practical usage. Thus it is important and interesting to implement GHS attack to these weak curves.
A GHS attack consists of three parts: to find the curve C/k from E/k d ; to transfer the discrete logarithm on E/k d to the Jacobian J(C)/k; then apply an index calculus algorithm to solve the discret logarithm in J(C)/k. As to the first part, it seemed to be nontrival to find the definition equation of a weak curve E/k d . For the second parts, although a general strategy using norm-conorm map is well known, efficient and explict implementation algorithm seemed still unavailable and also nontrivial.
In this paper we show explicit procedures for the first two parts of GHS attack against two large classes of the elliptic curves over cubic extension fields of odd characteristics. These two classes, called Type I and Type II curves have been obtained in [16] [17] [18] , both of them have non-hyperelliptic covering curves of genus three, which are subjected to the Diem's double-large-prime attack. We show an algorithm to explicitly construct these covering curve over k from the elliptic curves over the cubic extension of k with odd characteristics. Then an algorithm is shown to map the rational point on the elliptic curve to the divisor of the covering curve, in order to transfer the DLP. In appendex, we also show an algorithm to test if a Type I or II curve is hyperellipic. These algorithms are implemented and examples are shown.
Weak Covering
Let k = F q be a finite field of odd characteristic, and
We consider the GHS attack against an algebraic curve C 0 /k d with genus g 0 = g(C 0 ). A special case is when g 0 = 1 and C 0 = E/k d is an elliptic curve.
Assume that there exists an algebraic curve C/k such that
is a covering defined over k d , which induces the map
Assume the restriction of π * onto k
defines an isogeny over k. Then C has genus g(C) = dg 0 . Here, Re k d /k (Jac(C 0 )) is the Weil restriction of Jac(C 0 ) with respect to extension field k d /k.
According to [16] [17] [18] , the elliptic curves C 0 which have weak covering C as genus three nonhyperelliptic curves can be divided into two types.
Type II :
These elliptic curves can be transformed to the following Legandre canonical forms:
• Type I:
• Type II:
And #{λ} ≈ 1 2 q 3 . The discrete logarithm on C 0 /k 3 has a complexity ofÕ(q 4/3 ) against the Pollard's rho method. On the other hand, apply Diem's algorithm to nonhyperellitic C, the complexity of discrete logarithm reduces toÕ(q).
In particular, define
According to Lemma 3, 1,2 [16] , the neccesary and sufficient condition for C 0 to be Type I is that the quadratic equation
has a solution β. Besides, the covering curve C of such a curve C 0 is hyperelliptic if and only if
Here A · α denotes a P GL 2 action:
Hereafter we assume that α and β do not satisfy the condition (13) . Then, the curve C is a nonhyperelliptic curve over k of genus three. We show in the appendix an algorithm to test if C is hyperelliptic.
In this paper, we show following two algorithms: (i) how to construst the curve C/k, or to find the definition equation explicitly from the given curve C 0 /k d .
(ii) how to transfer from the DLP over C 0 /k d to the DLP over J(C/k).
Assume C is a nonhyperelliptic curve of genus dg 0 = 3. Thus, its canonical embedding is a quartic curve in P 2 . Let σ be a qth power Frobenius map and σ satisfies
The embedding map is
where ω = dx y and its conjugates generate the first cohomology group
We use hereafter the correspondence
The Galois action on H 0 (C/k 3 , Ω 1 ) is a cyclic shift. Now we consider the automorphism group of the first coholomogy group
The idenfity on
The bi-elliptic involution is to change the signs of both Y and Z φ :
Then the bi-elliptic involusion under Galois action has the following form.
The bi-elliptic involusion under action of σ 2 has the following form.
The quartic curve C/k 3 has its definition equation invariant under Gal(k 3 /k), thus in the following symmetric form.
Since the definition equation of C is invarinat under the action of automorphisms of
On the other hand, since φ, σ φ, σ 2 φ change the signs of two variables, the terms with odd degrees of variables are cancelled each other.
Thus the equation of the curve C/k 3 is in the following form.
Evaluation of a and b
To find the coefficients a and b in (26), we subsitute into it
we substitute these into (26) to obtain
Type I
From expansion of (27) we can express the coefficients of each x i as
1 : Tr(aα
which are identically zeros. In order to calculate a, b explicitly, we express a, b ∈ k 3 on a k-basis of k 3 .
where generates k 3 = k( ). Belows, we express the coefficients of x i in (27) in terms of a i , b i . First, in the coefficient of x 4 , Tr(a) is given by
Similarly,
Next, in the coefficient of x 3 , Tr(a(α q 2 + β q 2 )) is given by
Tr(b(α + β + α q 2 + β q 2 )) is given by
In the coefficient of
and Tr(b{α
In the coefficient of x, Tr(a(α 2q 2 β q 2 + α q 2 β 2q 2 )) is given by
In the constant term of (27), Tr(aα 2q 2 β 2q 2 ) is given by
and Tr(bα q 2 +1 β q 2 +1 ) is given by
Combining the above equations yields the following system of simultaneous linear equations.
From the equation (26), we can assume a 0 = 1. Accordingly, the above simultaneous linear equations can be written as  
Type II
For Type II curves, the equation (27) have coefficents of x i as follows.
First, the coefficient of
Next, the coefficent of x 3 is as follows:
The coefficient of
The coefficient of x is 2Tr(a(α
The constant term of (27) for Type II curves is
Then one can also build and solve a system of simultaneous linear equations, as in the case of Type I, in a 1 , a 2 
Hereafter, we assume that a, b are known.
Definition equation of C/k
Notice that X, Y, Z correspond to a basis ω, σ ω, σ 2 ω of H 0 (C/k 3 , Ω 1 ). Since C is defined over k, the next step is to find a basis of H 0 (C/k, Ω 1 ). The necessary and sufficient condition for {ω 1 , ω 2 , ω 3 } to be such a basis, i.e.
We will use the following correspondence.
Given γ, δ, ψ, one substitutes (54) into (26) to obtain a definition equation of the
Find a basis of H
) to determine γ, δ and ψ
In this section, we give explicitly a basis of H 0 (C/k, Ω 1 ) and determine γ, δ and ψ. Define
The Vandermonde's matrix
has its determinant as
and the inverse matrix can be expressed by
Thus, one has
Now we have a, b, x, y, z and γ, δ, ψ explicitly thus the definition equation of C/k.
The transfer of DLP from C 0 /k d to C/k was known to use norm-conorm map. However, this map seemed not given explicitly and not trivial. Here we use language of divisors instead of function fields to give an explicit map from Jac(C 0 /k 3 ) to Jac(C/k). The transfer map consists of a trace and a pullback map.
Denote by π * the pullback map induced by the cover map π/k 3 : C → C 0 . i.e.,
where P − P 0 is a divisor of Jac(C 0 /k 3 ) and D P = i e i Q i a divisor of Jac(C/k 3 ) s.t. π(Q i ) = P, e i is the ramification index at Q i . This map corresponds to the conorm map of the function fields. Denote the trace map of divisor groups (Here it is not as before on k 3 /k but on the divisor group)
which corresponds to the norm map of the function fields. Then the transfer map is a homomorphism defined by the composition of π * with the trace map
Given P 1 , P 2 , two points on C 0 such that P 2 ∈ P 1 , the elliptic curve discrete logarithm problem is to find an integer λ s.t. P 2 = λP 1 . Since the group of points on C 0 and the group Jac(C 0 ) are isomorphic, we can transfer from P 2 = λP 1 to
on Jac(C 0 ) where P ∞ is the point at infinity. Finally, the homomorphism χ transfers the above discrete logarithm to the discret logarithm on Jac(C/k) which is to find λ such that
So, it suffices to find π. In fact, π can be factored into
where π 1 /k 3 is the map from C/k 3 defined by (26) to C 0 and π 2 /k 3 is an isomorphism from C/k 3 defined by the equation (56) of C/k to C/k 3 defined by (26) which can be represented by (63) where the matrix U is known.
We find π 1 as follows.
Additionally let u, v be u = s 2 , v = t 2 then (72) becomes
which can be identified with P 1 (k 3 ), while C is its (2, 2)-covering. Below, we first consiter Type I case.
Type I
Since (73) is a genus zero curve, we choose the point on it u 0 = (αβ) −q 2 +1 , v 0 = (αβ) −q 2 +q when x = 0. Then a point (u, v) of (73) are uniquely determined by a line which has slope l and passes through the point (u 0 , v 0 ) = ((αβ) −q 2 +1 , (αβ) −q 2 +q ) and the point (u, v).
The equation of the line is
The slope l can be written as
The numerator of l becomes
In the sequal,
Define
(81)
Then l can be expressed by x under the action of the matrix G.
In particular, x is now the image of l under action of G −1 :
Now we have expressed x by l, to find π 1 next we try to express x by X, Y, Z directly.
Therefore
To find y, one can use the definition equation of Type I curve C 0 :
Then
To find N k 3 /k (y), use the definition of C 0 again
Now N k 3 /k (y) is expressed by x as
Hence, y can be written as
and we use y = st(x − α q 2 )(x − β q 2 ) hereafter. Similar to x, y can also be expressed by X, Y, Z.
From the coordinates x, y of the affice curve C 0 , one can obtain projective coordinates of C 0 as follows.
First, denote x as a fraction x = x 2 x 1 where x 1 denotes the numerator and x 2 the denomenator. Then x, y, z can be expressed as
Thus one obtains the projective coordinates of C 0 as
Now π 1 can be expressed as
such that 
(99)
(100)
Thus x can be expressed as,
which has only k 3 -coefficients. Next, (92) becomes,
which is also k 3 -coefficients. Thus we are done.
Computer experiments
The computation environment as follows.
• OS: Windows XP Professional SP2
• CPU: Pentium4 3.2GHz
• Memory: 1.5GB
• Programming language: Magma ver.2.13-14
We start from an elliptic curve E in Legandre form and a base point P E of E. P E and its m-multiple mP E are mapped to a point P and mP on an elliptic curve C 0 which is isomorphic to E. Then we find χ(P ) and χ(mP ) in Jac(C).
Type I
The elliptic curve E is in projective Legandre form.
Test of Type I curves
Let α = + 1, then Therefore, E is Type I. Take β = 2 + 2 + 1 = α 2 , we know that E is k 3 -isomorphic to
In fact, to test of Type I curves, we chosen λ = 2, ..., 10001, the average time to test each curve is 0.0356858 second. Among these curves, 5018 are Type I.
Finding definition equation of covering curve C/k
The covering C/k of C 0 /k 3 is found using the algorithm shown in the section 4.
To find the C/k from E takes 0.500 seconds, where 0.063 second is used to test if E is Type I, the rest 0.437 is used to build C/k.
Transfer of DLP
The isomorphism from E to C 0 , ι : E → C 0 is, The inverse map ι −1 is has a prime order 383123885216476279036490868125406665879768163968774759 Under the isomorphism ι, P E is mapped to P = ι(P E ) on C 0 . P = (382583549840633528 2 + 1049745021810473522 + 527223886793925136
: 297304679459601150 2 + 626540460794459518 + 906489884274840212 : 1)
From P one obtaines D P and χ(P ) as follows: 
The time needs to calculate from P E to χ(P ) is 17.578 seconds. Now let m = 323265910321268664514129224009489670151908972955376519. This mP E is also mapped to C 0 mP = ι(mP E ), 
The time taken from mP E to calculate χ(mP ) is 9.859 seconds. In fact, given {2 i P E |0 ≤ i ≤ 999}, the average time to calculate χ(2 i P ) is 17.8545 seconds.
Type II
a(x) = x 3 + 943550857826445658x 2 + 1018916892242739535x + 475736851389393367
+ 508785546940475093)x + 463189347482206220 2 + 936329421988414364 + 172788951250122324
Suppose one has three isomorphic elliptic curves:
Find definition equation of the covering curve C/k
Using the algorithm in the section 4, one find the definition equation of C/k as follows. 
Calculation of C/k takes 0.500 second.
Transfer of DLP
We first find the isomorphism from E to E λ , ξ : E → E λ as follows. 
y E = (1138672552244146500 2 + 82385099258240519 + 13496951135910011)y,
Next we calculate the isomorphism from E λ to C 0 , τ : E λ → C 0 as follows. The inverse map τ −1 is Calculations from mP E to χ(mP ) take 11.281 seconds. In fact, given {2 i P E |0 ≤ i ≤ 999}, the average time to find χ(2 i P ) is 23.155937 seconds.
Conclusion
We shown two algorithms to implement the GHS attack against elliptic curve cryptosystems over cubic extension fields of odd characteristics and the results of the computer simulation. The first algorithm is to build definition equation of the nonhyperelliptic covering C/k of the elliptic curve C 0 /k 3 . The second algorithm transfers explicitly the DLP over C 0 /k to the DLP over Jac(C/k). These DLP over Jac(C/k) can be solved using Diem's double-large-prime algorithm. When one wishes to find a nonhyperelliptic curve, the condition (13) has to be avoided. Therefore neither (i) nor (ii) should hold for α and β. This means
(ii)
The system of equations In other words, to obtain a nonhyperelliptic covering curve C/k, one only needs to choose α and β such that α + β / ∈ k and rank B = rank B . Thus, to obtain a nonhyperelliptic covering for a Type II curve, one needs to choose α and β such that Tr k 6 /k 3 (α) / ∈ k and rank B = rank B .
Type II
For
